
 8000  INVESTIGATION DIVISION 

8001 INVESTIGATION OPERATIONS 

 A. Policy 

  Follow - up investigation consists of efforts to interview victims and witnesses; 
locate, identify, and preserve physical evidence; recover stolen property; identify, 

locate, interview, and arrest suspects; present the case to the prosecutor; and 

cooperate in the prosecution of the defendant.  Such investigations are conducted 
to produce evidence relating to the guilt or innocence of any suspect and to 

recover property. 

 B. Procedure 

 1. In order that the operations of the Investigation Division are conducted in 

a manner consistent with the goals and objectives of the Police 
Department, the following procedures are to be followed by agents 

assigned to the Investigation Division. 

8002 INVESTIGATION DIVISION ORGANIZATION 

 B. Procedure 

  1. The Investigation Division shall be commanded by a Division Chief and 
shall be organized by sections and teams. 

  2. A section shall be commanded by a Commander. 

  3. A team shall be commanded by a sergeant or a civilian supervisor. 

8003 RESPONSIBILITIES OF INVESTIGATION DIVISION CHIEF 

 B. Procedure 

  1. The Division Chief of the Investigation Division has administrative and 
functional responsibility through a process of inspectional duties to ensure 

the activities and efforts of division personnel are consistent with the goals 
and objects of the department. 

  2. The Division Chief shall be responsible for the planning, organizing, 
staffing, and budgeting functions for the Investigation Division to ensure 

the efficient and effective operation of the division through a system of 
management control. 

  3. The Investigation Division Division Chief provides a program of effective 
management to ensure efficiency and high morale in the division; he 

develops and implements division policy, evaluates the performance of 
division personnel and equipment, coordinates inter/intra divisional 

activities and communications, and directs the command of major 

investigations as necessary. 



  4. The Division Chief shall be responsible for division discipline, to identify the 

need for analysis of complex procedural and legal matters affecting 
division operations, and to secure assistance if necessary. 

  5. The Division Chief reviews and signs outgoing correspondence as 

necessary. 

  6. The Division Chief must brief the chief of police on major or noteworthy 

cases in progress. 

  7. The Division Chief must inspect at least one aspect of the division on a 

monthly basis to ensure proper performance and compliance with 
department policy and procedure. 

  8. The Division Chief shall conduct division meetings with all personnel 
periodically, and regularly schedule division command group meetings for 

the purpose of general communication, project assignment, policy and 
procedure interpretation, needed improvement, etc. 

  9. The Division Chief shall adjust personnel assignments as necessary, 
evaluate morale, productivity, and other performance factors in 

conjunction with periodic budget reports. 

  10. The Division Chief shall be a member in good standing of the Jefferson 

County Law Enforcement Commanders Association.  This group meets on 
a monthly basis.  Section Commanders and the Criminalistics Unit 

supervisor shall also be members of this association. 

8004 RESPONSIBILITIES OF INVESTIGATION DIVISION COMMANDERS 

 B. Procedure 

  1. Supervise and direct the team supervisors. 

  2. Ensure that departmental and divisional policies and procedures are 
followed as directed by the division commander. 

  3. Maintain a continual review of the organization procedures, personnel 
assignments, methodology, performance, and effectiveness of the 

respective sections. 

  4. Report on a continuing basis to the division commander concerning the 

strengths and weaknesses of the division, and make recommendations for 
improving team performance. 

  5. Identify personnel training needs of assigned subordinates and take 

necessary action to provide such training, whenever possible. 

  6. Motivate and assist subordinates to achieve both identified departmental 

and division goals, and personal (employee) goals. 



  7. Coordinate the investigative efforts of the respective sections with 

particular attention to major case investigations. 

  8. Ensure that the activities of the sections are coordinated with the other 
divisions, sections, and teams of the department and with other agencies 

where matters of mutual concern are involved. 

  9. Review, and sign when appropriate, all correspondence leaving the 

division. 

  10. Review supplemental crime reports completed by investigators to ensure 

UCR and departmental clearance standards are adhered to and to keep 
abreast of the general quality of follow - up investigations. 

  11. Provide leadership and guidance to team supervisors and investigators in 
the organization and follow up of criminal investigations. 

  12. Review each team's monthly statistics and cause the division's statistical 

report to be completed. 

  13. Review program budget expenditures to ensure accuracy of computer 

entries and proper management of respective accounts. 

  14. Review personnel assignments and team schedules and make changes as 

necessary. 

  15. Review employee logs with respective team supervisors. 

  16. Assume responsibilities of the division commander in his absence, as 

assigned. 

  17. Instruct department training courses as assigned. 

  18. Participate in personnel screening and hiring for both civilian and sworn 

employees. 

  19. Prepare written performance evaluations of section supervisors, as 

necessary. 

  20. Participate in a full range of management responsibilities as a member of 
the departmental staff. 

  21. Prepare required budget and supporting data for budget program. 

  22. Other tasks as assigned. 

 

 



8005 RESPONSIBILITIES OF INVESTIGATION DIVISION TEAM SUPERVISORS 

 B. Procedure 

  1. Team supervisors are responsible for the overall supervision and 
coordination of their respective teams. 

  2. They are responsible for keeping the division Commanders informed of the 

activities of their respective teams. 

  3. Team supervisors shall ensure that each member of the team is using 

good management techniques regarding the handling of their caseloads. 

  4. Team supervisors complete periodic, formal, written evaluations of each 

member of their team. 

  5. Team supervisors maintain an employee log, to be updated at least on a 
monthly basis, on each member of their respective team. 

  6. Assignment of cases by team supervisors may be made to their respective 
team in accordance with their own guidelines to best facilitate the 

accomplishment of assigned tasks. 

  7. Team supervisors complete daily attendance reports for their respective 

team and forward them for approval to the section Commander. 

  8. Team supervisors review all reports, completed by the personnel assigned 

to their respective team, for accuracy, completeness, and grammatical 
content.  Upon approval, the supervisor shall be responsible for the 

distribution of all completed reports. 

  9. Team supervisors shall be responsible for ensuring that information is 

passed to their team members; and from the team members through the 
chain of command with dispatch and objectivity. 

  10. Team supervisors shall be responsible for effectively managing their team 

resources.  This includes scheduling, administrative duties, training, 

evaluating, recommending changes when appropriate, and caseloads. 

8006 RESPONSIBILITIES OF INVESTIGATION DIVISION DETECTIVES 

 B. Procedure 

  1. Reviews Roll Call Information 

   a. Each investigator shall be responsible for keeping abreast of 
criminal activity occurring in the city of Lakewood. 

 



   b. Each investigator reviews roll call boards and other informational 

data in both the Patrol and Investigation Divisions, and maintains 
an informational flow with the Special Enforcement & 

Investigation Unit. 

   c. Each investigator shall periodically attend Patrol Division roll - call 

sessions in order to foster a close working relationship. 

  2. Maintains Investigative Lead Sheets 

   a. Investigators are responsible for maintaining a lead sheet, 

whenever practical, for all cases assigned that have open 
investigative leads. 

   b. The lead sheet shall be completed by the assigned investigator 
during his initial review of the case and shall be attached to his 

work copy. 

   c. Notes concerning investigative steps taken and a list of things yet 

to be done shall be kept on the lead sheet. 

  3. Completes Daily Activity Log Book 

   a. All detectives are to complete a daily activity log book to provide a 

record of the performance of their activities.   

  4. Books and Releases Property and Evidence 

   a. Whenever an investigator seizes or receives property that is 

ultimately booked into the Property Control Unit, the investigator 
shall be responsible for issuing a receipt (LPD property form). 

   b. The investigators shall be responsible for the timely release of all 
property booked as a result of cases assigned. 

  5. Determines if Suspects are Habitual or Serious Offenders 

   a. In criminal investigations where habitual or serious offenders as 
defined by the C.R.S. have been identified as suspects, the lead 

investigator shall review the case with the team supervisor to 
determine if assistance is necessary from the prosecutor's office.  

If a habitual or serious offender is involved, the team sergeant 

shall notify the prosecutor's office and make the request for 
assistance. 

 

 

 



8007 REPORTS FLOW AND DISTRIBUTION 

 B. Procedure 

  1. Distribution of reports (written or electronic) generated by Investigation 
Division: 

   a. Continuation, supplemental and original crime reports completed 

by Investigation Division personnel are submitted to the 

appropriate supervisors for approval. 

   b. If the report is acceptable, the reviewing supervisor approves and 
submits to the Records Section. 

   c. Copies of documents not filed electronically shall be forwarded to 
the Records Section upon review of the supervisor.  

  2. Distribution of reports (written or electronic) generated other than in the 

Investigation Division: 

   a. Reports generated outside the Investigation Division are delivered 

by the Records Section. 

   b. Supervisors review and assign the cases to investigators and 

make case management decisions. At the time of assignment the 
case is logged electronically. 

   c. When a closing disposition is reached on a case, a supplemental 
report will be completed and forwarded to the supervisor. 

   d. Investigators may maintain a hard-copy investigative file for a 

period of one year. After one year, the case becomes inactive and 

the investigator is responsible for purging the file. Access to the 
files shall be controlled by Investigative Supervisors. 

   f. Annually the teams files are reviewed by the Sergeant and all 

cases except those pending court dispositions or are open pending 

arrest are destroyed. 

8008 CASE MANAGEMENT 

A. Policy 

Because it is not feasible to expend equal time and energy in the investigation of 

all reported crimes, priority of investigations and allocation of resources shall be 

based upon the relative seriousness of each reported rime. However, reported 

crimes shall be investigated to the fullest extent possible without regard to the 

status of the victims or the areas of the city in which the crimes occur. 

 



B. Procedure  

1. Cases assigned for follow-up will be entered into the Case Management System 

which captures all assigned cases, dates assigned, investigative efforts, and time 

spent.  

2. Initial contact with the victim should occur as soon as practical after the case 

assignment and periodically thereafter to keep the victim informed of the status 

of the investigation. The victim will be informed when the case is cleared by 

arrest, cleared by exception, unfounded, or suspended. 

3. Investigative efforts should begin as soon as possible following assignment. If 

there will be a delay in initiating the investigation due to scheduled time off, 

pending workload, training, etc., the assigning supervisor will be informed 

immediately. 

4. When a case is to be assigned for active investigation, the team sergeant shall 

select a review decision date, which may be from 5 - 30 days, or 90 days for a 

child abuse case, 120 days for a sexual assault on a child/incest case, or up to 

120 days in a case involving fraud investigation, depending on investigative 

priorities, solvability, and caseload. 

5. Within 30 days after being assigned an investigation that has not been cleared 

by arrest or exception, the assigned Detective will meet with his/her team 

sergeant to discuss and summarize the status of the investigation. These 

discussions will include investigative efforts not previously reported and the  

reason(s) for continuing the investigation such as:  

 

a. New leads. 

b. Attempting to locate suspects and/or witnesses. 

c. Awaiting laboratory test results or trace evidence analysis. 

d. Tracing property. 

 

6. Each month Investigation team sergeants will meet with their detectives to 

review the status of all of their assigned cases.   

 
8009 CASE STATUS 

 

A. Policy 

One of the agency's primary responsibilities is to investigate criminal acts to 

identify and arrest the perpetrators, recover stolen property, and gather 

admissible evidence. Offense reports will be screened by supervisors in the 

Investigation Division for solvability factors and assigned for follow-up 

investigation where warranted. Follow-up investigations will be fully documented 

and monitored for timely completion. 

B. Procedure 

1. Investigation Division team sergeants will screen each case individually 

to determine whether or not the case will be assigned to an investigator 



for further investigation. The objective of case screening is to apply -

available resources to those investigations that have the best chance of 

being successful. Screening of preliminary investigative information will 

assist in the decision on whether a case will be assigned for follow-up 

investigation. Examples of criteria include the availability of resources, 

the degree of seriousness, and other solvability factors, such as: 

a. The perpetrator is named or identified. 

b. The perpetrator can be located. 

c. A full or distinctive description of the perpetrator exists / the victim or 

a witness can identify the perpetrator. 

d. The vehicle used or taken by the perpetrator can be identified or 

traced (tag number). 

e. Stolen property can be identified or is traceable based on serial 

numbers or distinctive identifiable markings. 

 

f. Traceable physical evidence sufficient to link an individual to the crime 

scene was recovered. 

 

g. An unusual, distinctive, or significant Modus Operandi exists which 

links the crime with other crimes or specific suspects. 

h. A very limited opportunity for persons other than the named suspect 

to have committed the crime. 

 

2. In cases where sufficient solvability factors exist to support a strong potential for 

successful clearance, the case will be investigated. 

 

3. Once assigned, the investigator receiving the case will be considered both the 

lead investigator and case coordinator, and therefore, will be accountable for the 

follow-up investigation. 

 

CASE STATUS ASSIGNMENT (42.1.2) (82.1.5) 

A. Policy 

The following definitions will be used by all department components when compiling 

statistics for both in-house and UCR purposes. Supervisors will ensure that their team’s 

statistics are being captured and recorded as defined below. 

B.  Procedure 

1. Investigation Division supervisors will review original offense reports and supplements     

submitted and assign the appropriate UCR case clearance or case status based on the 



information known at the time of review. As additional information is received and follow-

up investigations are conducted, the case status may change. Supervisors reviewing 

supplemental reports containing information that changes case status will record the 

revised case status by making the appropriate electronic notation in the Case 

Management System. 

 

2. All criminal cases will have one of the following case clearances or statuses assigned in 

the Case Management System:  

 

Assigned (A):  Cases currently assigned for investigation and investigative efforts are 

active. There is information which leads the reviewing supervisor to believe that there is 

a reasonable opportunity to clear the case by arrest or exception through follow-up 

investigation. Cases remain active until they are cleared by arrest or exception, are 

shown to be unfounded, or all investigative leads are exhausted and the investigation is 

suspended. 

 

Assigned Pending Forensics (A – Pending):   These are cases that would not be 

normally assigned to an investigator due to lack of leads but there is forensic evidence or 

other information that is forthcoming before the team supervisor can decide on how to 

classify the case. This information could be lab analysis, fingerprint identification, or 

documents from other agencies. Once the additional information is received the team 

supervisor will reclassify the case as either assigned (A) or suspended (S). 

 

Assigned Warrant Issued (A-Warrant):  These are cases that have been assigned to 

an investigator and the investigator has identified a suspect and has obtained an arrest 

warrant for that suspect. These cases must remain open and assigned until an arrest is 

made. All “A-Warrant” cases will be reviewed every 90 days by the team supervisor to 

determine if all reasonable steps have been taken to arrest and bring the suspect to 

justice. 

 

Cleared by Arrest (CBA):   An offense is closed by arrest or solved for crime reporting 

purposes when at least one person is: 

  

 a. Arrested;  

 b. Charged with the commission of the offense; and  

c.  Turned over to the court for prosecution (whether following arrest, court 

summons, or police notice). Although no physical arrest is made, a clearance by 

arrest can be claimed when the offender is a person under 18 years of age and 

is cited to appear in Juvenile Court or before other juvenile authorities.  

d.  The status of CBA will not be used when another jurisdiction makes an arrest on 

a Lakewood case based on an arrest warrant related to that case. 

 

Several crimes may be cleared by the arrest of one person, or the arrest of many 

persons may clear only one crime. Further, if several persons are involved in the 

commission of a crime and only one is arrested and charged, the crime is listed as 

cleared by arrest. When the other persons involved in the crime are arrested at a later 



date, no record will be made of a clearance by arrest since this offense was already 

cleared following the arrest of the first person. 

 

Examples:  

 

1. Five thieves forcibly break and enter a warehouse; one suspect is arrested and 

charged. Statistically, this event will be recorded as one burglary and one physical 

arrest and one burglary clearance. Days later, the other four thieves are arrested 

and charged. No entry is made for the offense of burglary because the offense has 

already been recorded and cleared by the first arrest. However, the additional four 

physical arrests will simply be recorded as four burglary arrests cross referencing 

the original burglary case number. 

 

2.  One suspect is arrested and charged with committing five separate burglaries. All 

five burglaries will be recorded as “cleared by arrest”, however, only one physical 

arrest will be recorded with cross referencing the case numbers. 

 

Exceptionally Cleared (EXC): Clearance by exception occurs when there is 

some reason beyond the control of law enforcement that prevents an arrest from 

occurring. To clear a case by exception all of the following must be true: 

 

 a. The investigation has definitely established the identity of the offender. 

 b. There is sufficient information to support the arrest, charging, and 

prosecution of the offender. 

 c. Exact location of the offender is known so that he/she could be taken 

into custody now. 

d. There is some reason beyond law enforcement control that stops the 

arrest, charging, and prosecution of the offender.  

 

  Other acceptable reasons for exceptional clearances are: 

 

a. Death of the offender during the commission of the offense or prior to 
arrest.  [UCR Exceptional Clearance Code “A” – Death of 

Offender] 

 

b. In Custody Other Jurisdiction.  This covers situations where another 

jurisdiction has made an arrest on our charges as well as situations 
where extradition is officially denied. It also applies to Lakewood auto 

theft cases when the vehicle is recovered in another jurisdiction and an 

arrest is made by that jurisdiction. The identity of the arrestee must be 
names in the Lakewood case.  This classification will be also be used in 

circumstances where detectives close their case.  [UCR Exceptional 
Clearance Code “C” – In Custody of Other Jurisdiction]  

 

 c. Victim/Witness refuses to cooperate and that refusal is the only 

impediment to prosecution of the offender.  [UCR Exceptional 

Clearance Code “D” – Victim Refused to Cooperate] 



d. Juvenile/No Custody situations occur when a juvenile is identified as the 

perpetrator and they are diverted from the criminal justice system 

through in-house programs or referral to other agencies. The handling of 

a minor offense that involved a juvenile offender, by giving either an oral 

or written notice to the parents or legal guardian of the juvenile, instead 

of taking the juvenile offender into custody.  [UCR Exceptional 

Clearance Code “E” – Juvenile/No Custody] 

 

e. Arrest on Primary Offense, Secondary Offense Not Prosecuted 

circumstances occur when a subject is arrested for several offenses and 

the District Attorney decides to prosecute only some of those cases, 

even though sufficient information exists to support prosecution.  District 

Attorney Office review of a case is required before exceptional 

clearances under this section can be assigned. [UCR Exceptional 

Clearance Code “B” – Prosecution Declined] 

   

f. Unfounded.  Through police investigation, it is determined the 

offense/crime did not occur.  [UCR Exceptional Clearance Code “U” 

– Unfounded] 

 

g. Clearance by exception cannot be made under the following 

circumstances: 

i. Simply turning the case over to the District Attorney for review for 

potential prosecution. 

ii. The issuance of a warrant.  

iii. The District Attorney declines to prosecute due to lack of evidence. 

iv. The recovery of stolen property or a stolen vehicle may not lead to 

the closure of the original theft offense unless the suspect is charged. 

Being charged with possession of stolen property does not automatically 

result in the exceptional closure of the underlying theft unless 

information sufficient to prosecute that offense has been developed.     

When a case is exceptionally cleared, the investigation team sergeant will record in the 

case management system one of the specific reasons listed above as to why the EXC 

clearance disposition has been used.  

Suspended (S):  These are cases that are not being actively investigated. Cases initially 

suspended due to the lack of solid leads may be activated at a later date based on the 

receipt of new or additional information. A sergeant in the Investigation Division will 

establish the criteria for suspending investigations. The criteria may include: 

 

1. Lack of further leads or solvability factors;  

2. Unavailability of investigative resources, and/or  

3. Insufficient degree of seriousness. 



Administratively Closed:  Some cases assigned to investigators will be non-criminal in 

nature. Examples of these types of cases would include runaway or suspicious incidents. 

When an investigator completes a non-criminal investigation, the closure of the case will 

be recorded as administratively closed.   

 

3. These are the only case clearances and status that may be used. It is essential that all 

supervisors consistently assign case clearances and status so that agency UCR/NIBRS 

reports are accurate and public records requests can be processed efficiently. 

 

8011 DISTRICT ATTORNEY'S CASE FILINGS 

 B. Procedure 

  1. When cases are filed by investigators on felonies and misdemeanors 

through the Jefferson County District Attorney's Office, the following 
information and documents must be present. 

   a. Information, which must be contained in the intake filing package: 

    (1) The offense location/venue. 

    (2) Any witness statement. 

    (3) Identification of the victim and the victim's address. 

    (4) A listing of any physical evidence. 

    (5) A witness list, including technical experts. 

    (6) The property taken in the offense. 

    (7) A list of additional information to follow the initial filing. 

    (8) A criminal history of the defendant. 

   b. Documents, which must be present for filing: 

    (1) An affidavit in the case of warrant and return. 

    (2) An offense face sheet. 

    (3) Two custody reports (if the suspect is in custody). 

    (4) Copies of all police reports. 

    (5) Five copies of evidence log. 

    (6) Criminal History. 



    (7) Four copies of any photographs, videos, and recorded 

interviews. 

  2. The following format specifies the order of required information that 
should be submitted when filing a case at intake for prosecution 

consideration.  A description of the information requested is included. 

   a. Filing details: 

    (1) Filing details incorporate 3 critical areas for prosecution:  
Case synopsis, witness list, and exhibits (evidence). 

     (a) Synopsis:  Briefly describe the elements of the 

presented case (who, what, where, when, why, 

and how). 

     (b) Witness List:  All witnesses involved in the case 
must be included (technical experts, police 

officers).  The witness list should contain 

complete information as to witness description 
and involvement in the case. 

     (c) Juvenile cases must list parents/guardians. 

     (c) Exhibits  (Evidence):  This section shall include all 
exhibits (evidence) held by police which will assist 

in establishing probable cause for arrest and 
prosecution. 

   b. Custody Report: 

   c. Case Reports: 

   (1) Attach copies of all officers' reports for narrative 

information (warrants and affidavits shall also be 
included.) 

   d. Affidavit: 

   e. Criminal History: 

    (1) All copies of the defendant or suspect criminal history 

generated through CBI shall be attached here. 

8020 VEHICLE PROCEDURES - INVESTIGATION DIVISION 

 B. Procedure 

  1. Vehicles are assigned in the Investigation Division by team and are 

allocated according to need and assigned personnel. 



  2. When an investigator needs a vehicle and no team - assigned vehicles are 

available, he should either obtain permission from another team sergeant 
to use of one of their team vehicles, or check out a vehicle from the Patrol 

Division unmarked fleet.  Patrol Division unmarked vehicles may be 
obtained by contacting the on - duty Patrol Division Sector Commander. 

  3. Before returning a vehicle, investigators are responsible for: 

   a. Cleaning, inside and outside. 

   b. Fueling, no less than one half full. 

   c. Checking water and oil levels when fueling a vehicle. 

   d. Reporting needed repairs to City Fleet Maintenance personnel. 

8022 INTERVIEW RECORDING POLICY 

A. Policy 

The video or audio recording of an interview conducted by a police agent is a 

legitimate means of documentation and evidence preservation.  A problem may 

arise when the police agent has more than one person in the interview room, 
records the interview, but allows the recording to continue upon his leaving the 

room.  It is important to avoid creating an unwarranted expectation of privacy 
when people are being recorded in interview rooms. 

B. Procedure 

1. Public entrances to the police department as well as entrances to the 
Investigation Division shall have signs posted in English and Spanish, 

which state, “For security purposes, premises are monitored by audio 

and video equipment.” 

2. The recording or monitoring of a telephone call, interview, or discussion, 
when one party to the conversation has consented to the recording or 

monitoring, is a legal investigative tool.  A police agent as a party to a 

telephone call may record the conversation.  Police agents may also 
solicit the aid of victims and witnesses to record conversations for 

investigative purposes. 

3.      The videotape recording of arrestees in the booking area shall be 

authorized for security purposes.  Any recording of conversations within 

the booking area shall be authorized. 

4.       The videotape recording or the audiotape recording of interviews 

conducted in the Investigation Division’s interview rooms is a recognized 
means of documentation and preservation.  There is no requirement that 

a police agent inform an individual that his or her conversation is being 
recorded.  



 

5. If a police agent leaves the interview room and the interviewee remains 

with a parent or legal guardian, the agent should turn off the 
microphone, upon leaving the interview room, by flipping the switch 

located immediately outside the interview room.  Agents should not 

monitor, nor place themselves in a position to overhear, the 
conversation. 

6.      When a police agent exits an interview room and leaves the interviewee 

alone, statements made by the interviewee to himself may be recorded. 

C. Rule 

1. The private consultation between an attorney and his client is a 

privileged communication.  No conversation between an attorney and his 

client shall be audio taped, videotaped, or monitored unless the police 
agent is physically present in the interview room.  Upon leaving the 

interview room, the police agent shall turn off both the videotape and 
audiotape.  Police agents shall neither monitor nor place themselves in a 

position to overhear the conversation. 

8023 INTERNET POLICY 

A.  Policy 

The Internet is a legitimate electronic form of communication, which has been 
employed by society’s criminal element for unlawful purposes.  It is the intention 

of this police department to investigate cases of Internet Crime, which have been 
reported via a citizen complaint, referred from another law enforcement agency 

or Internet Service Provider, or through direct observation of suspicious 

behavior.  With the continuing changes in computer technology, the police 
department recognizes the need for its agents to be trained in the latest on-line 

investigative techniques.    

B. Procedure 

1.    All Internet investigations shall be conducted in a manner consistent with 

the principles of due process.  Detectives shall avoid unlawfully inducing 
an individual not otherwise predisposed toward criminal behavior to 

commit an unlawful act.   

2.   Detectives shall remain cognizant of their own actions when conducting 

an undercover Internet investigation, realizing such actions may be 

scrutinized in a court of law. 

3.    Only sworn personnel shall conduct on-line undercover investigations. 

Private citizens shall not be asked to seek out illegal activity, nor shall 
private citizens be authorized to act in an undercover capacity in lieu of a 

police agent. 



4.     Detectives will not upload, transmit, or forward any pornographic or 

sexually explicit images. 

5.    No human images or photographs shall be uploaded, transmitted, or 

forwarded by a detective other than photographs of sworn personnel 

who have given their consent.  

6.     During the on-line dialogue with the subject of an investigation, 

detectives should allow the subject to set the tone, pace, and subject 

matter of the on-line conversation.  Image uploading should be initiated 
by the subject. 

7.     All undercover on-line activity is to be recorded and documented.  

Detectives should document the date of each and every undercover 

activity, the type of activity, the case report number or the operation 
name, the undercover identity used for each occurrence, and the time on 

and off for all undercover activity.   

8.    All on-line undercover activity for each session should be logged to a 

3.5” diskette.   

9. No on-line activity is to be stored on the computer’s hard drive.  All on-
line activity is to be stored on either a 3.5” diskette or printed.  All on-

line activity is to be deleted from the computer’s hard drive.   

10. Each detective shall have an undercover operative name and an 

individual password for logging onto the Internet.  The unit supervisor 
shall maintain a log of each detective’s undercover operative name and 

password.  This log shall be secured in a locked cabinet.   


